This article considers the notion of individual control of personal data as envisaged by the European data protection framework and makes the argument that it is a poorly-understood and under-developed concept, but that our understanding of it may be improved by way of analyses and comparisons with the doctrine of moral rights, an important constituent element of intellectual property law. The article starts by examining the concept of personal data itself, and why an enhanced level of individual control over personal data is thought to be a desirable regulatory objective. Following this, the article examines the scholarly literature pertaining to individual control of personal data, as well as a range of relevant EU policy documents. Having done so, the article argues that the notion of control is muddled and confused from both theoretical and practical perspectives. Following this, the article considers the doctrine of moral rights, and through an exploration of its theoretical and practical elements highlights why it may be of assistance in terms of enhancing our understanding of individual control in the data protection context.
Introduction
In recent years there has been an observable increase in appetite for the establishment and affirmation of regulatory and legal rules that aim to provide individuals with greater control over their personal data. The drive behind this increase in appetite appears to be the underlying belief that ensuring individual control over personal data represents one significant potential way through which increased levels of individual privacy and data protection can be achieved, and by which levels of trust in digital environments and online services can be enhanced. However, despite references to individual control of personal data becoming increasingly prominent in EU policy documents, academic literature, and other sources, the true meaning and normative character of control in this context appears indistinct and seemingly under-studied.
Particularly, in light of recent technological developments and the concurrent emergence of new social practices, questions that are in need of address, but to date appear to have been answered inconclusively, include: what does it really mean to control one's data in relation to contemporary data handling and processing activities? What are the underlying purposes of this control? What are the scope and limits of this control? How can this control be achieved? And, what role should the law play in establishing that control?
Given that the disclosure, and subsequent processing, of personal data has become a fundamental feature of contemporary day to day life, it is important that we engage with these questions to develop a more rigorous understanding of the notion of control in the context of the European data protection framework to prevent it from becoming a hollow and vacuous notion, and so that its pragmatic elements can be fully realised. The aim of this article is to examine the notion of individual control of personal data as envisaged by European data protection law and policy, highlight its possible ambiguities and lack of precision, and consider whether our understanding of control in this context might be enhanced by way of comparisons that can be made with the doctrine of moral rights, an important aspect of intellectual property law.
To this end, the paper takes the following structure. First, the notion of personal data, the key enabling concept of the European data protection framework, is considered, along with why it is thought that an increased level of individual control over personal data is thought to be a desirable regulatory objective. Second, an overview of scholarly and academic literature pertaining to the notion of individual control of personal data and information is provided. Third, by way of an examination of legislative instruments and associated policy documents, the article examines the notion of individual control as contained within the European data protection framework. Having made the case that in the context of the European data protection framework control is a poorly-understood and under-developed concept, the article then turns its attentions to the doctrine of moral rights, a key constituent area of intellectual property law. Through an examination of the theoretical underpinnings of the doctrine of moral rights, and the implementation of the doctrine's implementation in the law of the United Kingdom, the article tentatively concludes that despite intellectual property and data protection law initially seeming prima facie qualitatively different, possibly and mismatched, areas of legal scholarship, our understanding of the notion of individual control as contained within the European data protection framework may well benefit from further comparisons and analyses between the two disciplines.
Personal data
Before examining the substantive provisions of the European data protection framework pertaining to individual control it is first important to have an appreciation of data protection law's key enabling concept, personal data itself, and precisely why it is there is a growing appetite to establish individual control over it. At the time of writing, the European Union's main legislative instrument in the data protection framework is the Data Protection Directive, 1 which defines personal data as: … any information relating to an identified or identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity; 2
The General Data Protection Regulation, which has been drafted as a means of bringing the data protection framework into line with contemporary data-handling practices and will replace the Directive and apply in all EU Member States from May 2018, 3 provides an updated version of the Directive's earlier definition: … any information relating to an identified or identifiable natural person 'data subject'; an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, online identifier or to one or more factors specific to the physiological, genetic, mental, economic, cultural or social identity of that person; 4
The notion of personal data under both legislative instruments is, therefore, very broad, and includes, by way of example, the following types of data: Identifying data of an official nature, such as name, financial information, and health information; demographic data, including age, race, gender, income, sexual preferences and political affiliations; activity or behavioural data, including internet search and browsing histories, and records of commercial transactions; locational data and internet protocol addresses; and social data, including contacts and friends on social networking sites.
Personal data of all these types have progressively become central to the activities of public-sector organisations and to the business models of a wealth of private companies, particularly those operating online, many of which rely on the collection of the personal data of their users to accrue capital. Providers of search engine services, mobile applications, online shops and social media platforms represent some notable examples of such companies. When individuals make use of services of this sort, personal data of all the above-mentioned types will habitually be collected in several ways.
Primarily, personal data can be volunteered or surrendered by individuals through them explicitly sharing information about themselves (e.g. when they create a profile on a social networking site or mobile application, enter credit card information so to make a payment, provide personal information as a condition of registration to an online service, or post information about themselves on a forum or blog). Additionally, personal data can be observed by recording the activities of individuals, in contrast to the data they provide voluntarily (e.g. an individual's internet browsing preferences, location data, search engine history, app use history). Finally, personal data can be inferred, based on the analysis of personal data collected under the previous two headings, or from data collected from other sources (e.g. location data, search engine history, and browsing behaviours can be used as a basis for sophisticated consumer profiling processes, and credit scores 2 Ibid., Article 2 (a). 3 An agreed text of the General Data Protection Regulation was adopted by the European Parliament in April 2016, bringing four years of negotiations on the overhaul of European data protection rules to a close. See: European Parliament (2016) "Data protection reform -Parliament approves new rules fit for the digital era", http://www.europarl.europa.eu/news/en/ news-room/20160407IPR21776/Data-protection-reform-Parliament-approves-new-rules-fit-for-the-digital-era (last accessed December 2017). 4 General Data Protection Regulation, Article 4 (1).
can be calculated on the basis of several pieces of personal data or other seemingly anonymous or pseudonymous data). 5 Increasingly, the latter two categories are becoming integral to the processes of many actors operating in digital environments. This is especially true in respect of institutions and firms who engage in big data analytics, many of which will use observed or inferred personal data to profile individuals so to make inferences about their character, usually as a basis for increasingly sophisticated targeted marketing endeavours.
Personal data that are collected in any of these ways, however, will usually be processed by the collecting third party, on servers under the third party's control, to which the individual to whom those data relate will have no access and will not be able to directly influence. This is problematic, as it is now widely recognised that many of the data processing activities undertaken by such institutions can potentially lead to harmful consequences for the individuals whose personal data are involved, such as breaches of individual privacy and data protection, or possibly discriminatory treatment. 6 As a corollary of this, and as is explained below, it is now increasingly being suggested that the development of user-centric models of data protection, under which individuals can exercise greater control of their personal data, so to prevent those data from being acquired by illicit third parties, or used for illegitimate or harmful purposes, is a promising way through which any undesirable consequences associated with the processing of personal data in contemporary digital environments can be guarded against. At the same time, it is also hoped that doing so will help build trust between individuals and the parties that seek their personal data. This, it is thought, will help develop economic uses of data and assist with the completion of initiatives like the EU's Digital Market Strategy. 7 Whilst discussions of the notion of control in the context of laws pertaining to data protection, privacy and the control of certain types of information or data are nothing new, it is for these reasons that they are now perhaps more prominent than at any previous point in time. 
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Scholarly approaches to individual control of personal data and information
As suggested above, in recent years the notion of individual control of personal data has become increasingly prominent in the academic literature pertaining to both privacy and data protection. This, however, should not necessarily be considered a novel development.
Debates over individual control of personal data have, in fact, over the course of the last one hundred or so years at least, formed the basis of many scholarly conceptualisations of privacy, many of which were developed prior to the advent of digital technology. 8 A review of the literature in the field, for instance, reveals that various scholars throughout the twentieth century attempted to refine the notion of control in the context of privacy and data protection, and distinguish it from other competing interpretations of these two other concepts. Perhaps most famously Alan Westin conceptualised privacy as control: the ability of the individual to dictate when, how, and to what extent information about them is communicated to other parties. 9 The notion of 'privacy as control' therefore differs from other conceptualisations of privacy, such as considering privacy to be a 'right to be let alone'. 10 Despite this conception of privacy playing a prominent role in academic discourse for the best part of half a century, it has arguably become more salient in the present day than it has been at any other point in time and, as is considered in greater detail below, has recently been endorsed by European lawmakers and other observers as a means of responding to the types of regulatory challenges pertaining to the processing of personal data outlined above.
The crux of privacy as conceived in this way is the idea that the individual's self-determination and choices in respect of how their personal data are used should take precedence over other competing values and interests. In this sense, when envisaged this way, privacy can essentially be described as a form of information management, where control is achieved through the expression of an individual's preferences. The theory of privacy as control therefore, relies on the presumption that individuals are autonomous and rational beings, capable of determining for themselves whether and when they wish to disclose aspects of their personal data to others. Control, therefore, is conceptualised as an individual, dynamic, and flexible process which takes the shape of a right which entitles individuals to know which of their personal data are collected, to determine which of their personal data are made available to third parties, and to access and potentially make corrections in the event of any errors. 11 Alongside the notions of self-management and individual choice of privacy as control some scholars have taken a different approach and conceptualised privacy as control in terms of property. A notable, and apparently growing, part of the privacy and data 8 Lazaro, C. and Le Metayer, D. (2015) "The control over personal data: True remedy or fairy tale?", scripted 12(1), pg.6. 9 See, in particular, Westin, A. (1967) Privacy and freedom, New York: Atheneum Press. Lazaro, C. and Le Metayer, D. (n 8) pg.7. It should be noted that people have criticised the 'privacy as control' conception of control, on the basis that 'controlled' disclosures or uses of personal data can still lead to so-called 'privacy harms', see: Allen, A. (2000) "Privacy-As-Data-Control: Conceptual, Practical, and Moral Limits of the Paradigm", Connecticut Law Review 32. protection literature, for instance, considers whether greater individual control of personal data could be achieved through the leverage of market forces and making individuals 'owners' of their data. According to such views, privacy can be likened to a property right. Though much of the academic scholarship in this vein has historically emanated from the USA, 12 it is now a topic which is drawing more attention from European scholars. 13 According to this view, the ability of the individual to control their personal data is directly related to the idea that they should be able to state legal or equitable ownership of them. As has been remarked elsewhere, in this sense the concept of control evokes ideas of absolute power or sovereignty over personal data which entail an 'exclusivity axiom', which theoretically allows the owner of personal data to protect those data from unwanted uses, sharing, and alteration, and grants them full alienable rights to those data, in a way that is similar to certain aspects of property law. 14 What is particularly interesting about the competing conceptions of control as selfdetermination and control as property is that, despite the fact they appear to be anchored in entirely different legal and theoretical backgrounds, they share some similar assumptions about individual privacy. Both, for instance, appear to be inextricably linked to the idea that individuals are rational and autonomous agents who are both capable of forming personal preferences and goals, and determining courses of action by which those preferences and goals can be expressed and achieved. Both conceptions, therefore, appear to be grounded in individualism, a philosophical school of thought which emphasises the moral worth of the individual at the expense of any competing interests of groups of individuals or the state. 15 Both conceptions, for instance, bestow upon the individual the ability to define, unilaterally and independently, their relationships with others, effectively rendering the crux of privacy as the ability of the individual to detach themselves from other individuals and society at large.
Additionally, according to this view, privacy also has an important active dimension as well as one which is strictly individualistic. This is particularly noticeable in respect of the way in which both conceptions of control are premised on individual agency and the ability of individuals to construct their lives in a way that they deem desirable. 16 Since, therefore, this active choice requires the individual to effectively participate in the management of their personal data, which may involve the voluntary alienation of data with regards to how those data are shared with others, control over personal data evidently cannot be reduced to a mere 'right to be let alone'.
However, despite various scholars and other observers' attempts to refine the notion of control, particularly through exploring its individualistic and active dimensions, it in many ways remains an imprecise and poorly understood concept. As has been noted elsewhere, for instance, defining control as a matter of information management without delving any deeper into its nature or meaning is to overlook important questions such as those relating to the extent of that control, or even what types of information an individual should be able to seek to control, or even what the fundamental underlying purpose of that control is. 17 To date, there appears to be a lack of academic literature that has convincingly explored many of these issues. Some, however, have commented on this lack of detailed examination, and suggested that if control is defined purely in terms of information management it can barely, if at all, be disentangled from other prominent theories of privacy, many of which all require or hinge upon, to some extent at least, a level of individual control. 18 As a case in point, in 2008 prominent privacy scholar Daniel Solove articulated a taxonomy for six different types of privacy. Although one of Solove's six definitions was 'privacy as control of one's personal information', the others mentioned were privacy as limited access to the self; privacy as the right to be let alone; privacy as secrecy; privacy as personhood; and privacy as intimacy. 19 However, it is not self-evidently clear how these other differing conceptions can be distinguished from the conception of privacy as control of personal information. It might be suggested, for instance, that ensuring that one is let alone, or that one's communications and dealings remain confidential, will necessarily require the individual involved to exercise at least a degree of control over certain types of information relating to them.
What can be concluded from this brief overview of the academic literature pertaining to privacy and data protection is that if control is conceived of as a concept within the rubric of information management it will necessarily be a key constituent part of most, if not all, conceptions of privacy, meaning the two concepts are apparently inextricably conflated. This conflation, however, is troubling as it blurs any possible theoretical distinction between the notion of control serving as a conceptual foundation for other concepts such as privacy and data protection, and the notion control serving as a tool for the management and delivery of other concepts like privacy and data protectionin other words, it hinders the answering of the question: precisely what theoretical justifications can be identified for putting individuals in a position of control of their personal data?
As a result, this conflationalong with a dearth of answers to other associated questions in respect of who it is who should exercise control, why they should exercise control, and what they should exercise control overhas arguably had the effect of diminishing any potential value control may have as a concept in and of itself. 20 In the immediate context this is perhaps particularly problematic for, as is discussed in the following section, the notion of individual control now has a pervasive presence throughout European data protection law and policy.
The notion of control of personal data in the European data protection framework
In recent years the suggestion that individuals should be afforded greater control over their personal has become a prominent notion in the rhetoric of EU institutions in the data protection policy arena. This is well-evidenced not only by speeches given by 17 Shoemaker, D. (2010) "Self-exposure and exposure of the self-informational privacy and the presentation of identity", Ethics and Information Technology 12(1), pg.4. senior EU officials, 21 but also by the texts of an array of official policy documents and EU legislation, many of which couch the notion of individual control in terms that suggest it is a concept that is critical, if not a prerequisite, to individuals enjoying high levels of data protection.
This section of the article is dedicated to an analysis of several prominent documents and legislation in the EU data protection policy arena, and outlines their treatment of the notion of individual control. The documents considered here are of a diverse nature, and are not intended to be portrayed as an exhaustive list of all official EU policy documents in the data protection field but, instead, consist of a number of prominent and salient examples of such documents. They include: full legislative texts, preparatory texts for prospective legislation, expert opinions, and educational documents of a more casual nature aimed at EU citizens.
The general data protection regulation and prior communications
The first, and perhaps most salient, document for our consideration is Regulation 2016/ 679, commonly known as the General Data Protection Regulation. As noted above, the Regulation will come into force in May 2018, and has been drafted as a means updating the European data protection framework in light of challenges posed by contemporary data-handling practices. This is well-evidenced early in the Regulation's text, where reference is made to a variety of regulatory issues caused by the development of digital technologies, and how many have come to undermine the effectiveness and enforceability of pre-existing data protection rules.
Particularly, Recitals 5 and 6 of the Regulation highlight the increased volume of crossborder flows of personal data, rapid technological developments, globalisation, the seemingly ever-increasing volume of the collection and sharing of personal data, and the lack of harmonisation of legal rules being enforced by national data protection authorities as notable causes of these problems. 22 The upshot of this, the Regulation contends, is that there is now a need for a stronger, more coherent, regulatory framework which will ensure higher levels of data protection for EU citizens.
What is significant for the purposes of this article, however, is the way in which the notion of individual control of personal data appears to play a key role in respect of how the high levels of data protection the Regulation aspires to might be achieved. Notably, for instance, Recital 7 of the Regulation expressly states the importance of putting individuals in a position from which they can be said to 'have control of their own personal data'. 23 This is complemented and built upon by a number subsequent recitals.
Recital 68, for instance, specifies that in order to 'strengthen the control over his or her own data' in matters pertaining to the automated processing of personal data, individuals should be allowed to receive copies of those data in a commonly used, machine-readable 21 For instance, in a 2011 speech, the Vice-President of the European Commission responsible for the EU's Digital Agenda project, Neelie Kroes, spoke at length about how enhancing individual control over personal data were vital for reinforcing trust and confidence in online services. See: European Commission Press Release Database (last accessed December 2017) "Online privacyreinforcing trust and confidence", http://europa.eu/rapid/press-release_SPEECH-11-461_en.htm. 22 General Data Protection Regulation Recitals 5 & 6. 23 Ibid., Recital 7. and interoperable format. Following this, Recital 75 states that one of the main forms of data processing activities involving personal data that might pose a threat to the rights and freedoms of individuals are those which may have the effect of preventing individuals from 'exercising control over their personal data'. Finally, Recital 85, addressing the issue of personal data breaches, states that 'A personal data breach may, if not addressed in any appropriate and timely manner, result in physical, material or non-material damage to natural persons such as loss of control over their personal data … '.
From this, we can glean several things. Firstly, it can clearly be inferred that in the view of the Regulation establishing and strengthening individual control over their personal data is one way in which high levels of data protection can be achieved and, secondly, that a loss of individual control over personal data may actively impede an individual from enjoying high levels of data protection.
The text of the Regulation, therefore, can be said to embody the spirit and approach of an earlier communication adopted by the European Commission in 2012, entitled 'Safeguarding Privacy in a Connected World. A European Data Protection Framework for the 21st Century', 24 a document which formed part of the foundation of the recent period of reform of the European data protection framework of which the Regulation is one of the end products. In the communication's introductory sections, for instance, it is explicitly stated that individuals should have the right to enjoy 'effective control' of their personal data, with many of the subsequent sections of the document being dedicated to outlining the goal of 'putting individuals in control of their personal data'. 25 The communication then goes on to state that the main aim of the reform of EU data protection rules was 'to strengthen rights, to give people efficient and operational means to make sure they are fully informed about what happens to their personal data and to enable them to exercise their rights more effectively'. 26 This, it was suggested, would best be brought about by the introduction of new rules which will 'improve individuals' ability to control their data'. 27 Interestingly, despite repeated mentions of the notion of individual control of personal data, neither the Regulation, nor the communication before it, include any definition nor elucidation of what is meant by control. The communication does, however, mention and highlight four precise objectives through which the enhancement of individual control could potentially be achieved. Broadly speaking, these precise objectives were all incorporated into the final text of the Regulation adopted by the European Parliament in April 2016. 28 Foremost amongst the control enhancing objectives listed by the communication was the reinforcement of the doctrine of informed consent within the data protection framework. 29 Pursuant of this objective, the Regulation contains a new definition of consent which specifies that the processing of an individual's data can be legitimised by way of the individual indicating their freely given, specific, informed and unambiguous consent. 30 This attempt to strengthen, and to some extent reformulate, the data protection framework's rules regarding the doctrine of consent should in many ways come as no surprise for, as has been remarked elsewhere, from a fundamental rights perspective the doctrine of consent has traditionally been considered 'the best way for individuals to control data processing activities'. 31 At this point it is perhaps worth noting that when considered against the background of contemporary data handling practices this assertion now appears highly contentious, but nevertheless, practical concerns notwithstanding, the text of the Regulation strongly suggests European lawmakers consider consent to be capable of playing a key role in European data protection framework so far as establishing individual control over personal data is concerned. 32 However, perhaps recognising the limitations of the doctrine of consent, the Regulation goes further, and incorporates a number of other objectives articulated by the communication pertaining to the enhancement of individual control.
Perhaps the second most significant aspect of the Regulation which appears to have been born from the prior communication and is concerned with strengthening individual control of personal data is the introduction of the 'Right to be forgotten'. This new right is enshrined in Article 17 of the Regulation, and states that in certain situations individuals will have the right to obtain from another party holding their personal data the erasure of those data without undue delay. 33 It is further clarified in Article 17 that, amongst other situations, this right can be invoked in instances where the individual to whom those data relate withdraws their consent to those data being processed. 34 The practical effect of the right to be forgotten, therefore, could be to potentially force institutions and organisations handling an individual's personal data to comply with said individual's request to cease all processing activities associated with that individual's personal data, and potentially erase every piece of personal data they possessed in relation to that individual. In so doing, the right should in theory allow individuals to exert a degree of influence over their personal data, even once those data are no longer exclusively under the individual's personal jurisdiction.
The third of the communication's objectives pertaining to individual control that has been incorporated into the Regulation is the introduction of another new right, the right to data portability. This right is enshrined in Article 20 of the Regulation, and effectively provides that individuals will have the right to receive any personal data they have provided to another party in a structured, commonly used and machine-readable format, and have the right to transmit those data to another party without hindrance. 35 The crux of this provision appears to be that it will 30 Article 3(8) General Data Protection Regulation. See also, Article 6(1)(a). 31 Committee on Civil Liberties, Justice and Home Affairs (2012) Report on the proposal for a regulation of the European Parliament and of the Council on the protection of individuals with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation), (COM(2012)001 -C7-0025/2012-2012/0011(COD)), pg.200. 32 On the limitations of consent as means of ensuring individual control of personal data in contemporary digital environments, see: Van Alsenoy, B. Kosta, E. and Dumortier, J. (2013) "Privacy notices versus informational self-determination: minding the gap", International Review of Law, Computers and Technology; Cate, F. and Mayer-Schonberger, V. (2013) "Notice and Consent in a world of Big Data", International Data Privacy Law 3(2). 33 General Data Protection Article 17. The right to be forgotten is thought to be controversial for a variety of reasons, perhaps primarily because of its apparent potential for conflict with other legally enshrined values, such as freedom of expression. For a discussion of these issues, see: González, L. (2013) "Habeo Facebook ergo sum? Issues around privacy and the right to be forgotten and the freedom of expression in online social networks", Entertainment Law Review. 34 General Data Protection Regulation, Article 17(b). 35 General Data Protection Regulation Article 20.
provide individuals with a novel legal right to transfer their personal data from one information service provider to another, effectively providing them with a means by which they can obtain an immediate and complete download of their personal data held by third parties, such as the providers of online services and mobile applications. In so doing, the right to data portability, not unlike the right to be forgotten, has been designed to allow individuals to exercise greater control over their personal data by allowing them to influence how those data are used by others, even after initially agreeing to share them with a third party.
The final key relevant objective of the communication in relation to enhancing individual control of personal data was to reinforce individuals' rights to information, and to guarantee data accessibility. These objectives have been incorporated in articles 13, 14 and 15 of the Regulation. Articles 13 and 14 respectively deal with situations in which personal data have, and have not been, collected from an individual. In effect they state that in either situation the controller of those data must provide the individual to whom those data relate with, within a reasonable period of time, amongst other things, the identity and contact details of the controller, the purposes for which the personal data in question have been collected, the categories of personal data concerned, where the personal data were acquired from, as well as the right of the individual to lodge a complaint with a supervisory authority. 36 Article 15 then builds on what is said by the previous two articles and states:
The data subject shall have the right to obtain from the controller confirmation as to whether or not personal data concerning him or her are being processed … 37 Article 15 goes on to further state that, in the event that the individual receives confirmation that a third party has come into the possession of their personal data, the individual will have the right to access those data and any relevant information in relation to why the third party holds those data and for what purposes. Articles 13, 14 and 15 all also specify that one other piece of information that the individual must be provided with is that they have a right to object to any processing of their personal data to which they do not agree.
Despite this, at a glance at least, the provisions contained within Articles 13, 14 and 15 do not initially appear to be directly concerned with establishing individual control of personal data. They do not, for instance, contain any rights or mechanisms by which individuals can directly and actively attempt to assert control over their personal data. In this sense they can be said to differ from the other abovementioned provisions contained within the Regulation concerned with consent, the right to be forgotten and the right to data portability. They can, nevertheless, still be said to be directly relevant to the notion of individual control.
By focusing on ensuring the ability of individuals to be made aware of other parties who hold their personal data, and that the individuals concerned can access those data, we can see they instead appear to be concerned with establishing foundations for control that will surely be a prerequisite if the other previously initiatives explicitly concerned with individ-36 Ibid., Articles 13-14. 37 Ibid., Article 15.
ual control are to have any chance of practical success. If individuals do not have knowledge of the existence and whereabouts of their personal data, for instance, the practical efficacy of legal and regulatory initiatives which allow them to actively exert control over those data will surely be heavily undermined.
Works of the Article 29 Working Party
In addition to full legislative texts and associated prior communications, another form of EU policy document pertaining to data protection in which one can find numerous references to the concept of individual control of personal data are the works of the Article 29 Working party, a body made up of representatives from the data protection authorities of each EU member state and tasked with providing expert advice in matters pertaining to data protection law and policy. 38 Since its inception the Article 29 Working Party has produced a considerable number of advisory texts on the interpretation and application of various aspects of EU data protection law, many of which mention the notion of control. 39 For the sake of clarity and concision, however, this section of the article focuses on one relatively recent and salient example of such a text, the guidelines on the right to data portability adopted in December 2016. 40 As highlighted above, the General Data Protection Regulation contains several provisions pertaining to individual control of personal data. In particular, Article 20 of the Regulation creates a new right to data portability, which allows individuals to receive their personal data from a third party who holds those data, and transfer those data to another party of the individual's choosing. The Working Party's guidelines on the new right, one of the first issues relating to the Regulation on which the Working Party has chosen to provide guidance, offers some insight into the potential interpretation and implementation of the new right, and provides some clarification in respect of the conditions under which the new right applies. Other than providing some interesting observations in relation to the interpretation of new right, however, what is particularly interesting about the guidelines is the treatment of the notion of individual control of personal data, and how it relates to the right. The notion of control is, for instance, expressly made reference to at a number of points. In particular, it is first suggested that the right to data portability has been designed to support:
… user choice, user control, and consumer empowerment. 41 This is later complemented by the suggestion that the right also: … represents an opportunity to 're-balance' the relationship between data subjects and data controllers through the affirmation of individuals' personal rights and control over the personal data concerning them. 42 It is then further suggested that the ultimate objective of the right is:
… to foster innovation in data uses and to promote new business models linked to more data sharing under the data subject's control. 43 From this brief overview of the Working Party guidelines, we can glean a number of things. Firstly, the guidelines represent another example of an EU policy document pertaining to data protection which mentions, and appears to place key emphasis upon, the notion of individual control of personal data. In so doing, the guidelines appear to further reiterate the importance of individual control as a theme within the data protection policy area.
Secondly, the guidelines, as can be seen in the sections of the text quoted above, explicitly acknowledge that the right of data portability is primarily concerned with establishing, or at least enhancing, the ability of individuals to control their personal data, and appears to envisage individual control as a solution to regulatory issues relating to existing observable imbalances which exist between individuals and other parties which may seek to obtain their personal data.
Pursuant of this, thirdly, and perhaps most interestingly, the guidelines recommend the use of technological tools and architectures as a means of implementing the right, seemingly acknowledging that individual control may require technological and structural assistance if it is ever to be meaningfully achieved. What is also significant, however, is the fact that despite mentioning control on a number of occasions, control itself is not a term that has been defined by the guidelines, nor is any comment provided as to its true meaning, scope or theoretical underpinnings.
Other
One final document that is also worth considering, albeit it briefly, is one issued by the European Commission in 2012 entitled 'Take control of your personal data'. 44 Unlike the other documents already considered, this publication takes the form of a short brochure and was seemingly designed to raise the awareness of EU citizens in respect of ongoing data protection reforms within the EU, and the significance of individuals routinely imparting with their personal data when engaging in online activities.
Of particular interest is the way in which the document expressly reiterates the objectives of the abovementioned European Commission communication, and states that the primary objective of the reform of the EU data protection framework was to 'put you in control of your own information'. 45 Interestingly, this document being drastically different in nature from those already mentioned above, one obvious and significant similarity is the way in which it is structured, even to the extent to which the brochure alludes to technological architectures and tools that may be required in order for control of personal data to truly be established.
43
Ibid., pg.5. 44 European Commission (2012) Take Control of Your Personal Data. Available at: http://ec.europa.eu/justice/dataprotection/document/review2012/brochure/dp_brochure_en.pdf. 45 Ibid.
Discussion
From the above overview and consideration of a variety of policy documents published by EU institutions we can draw two important conclusions. Firstly, we can see that the notion of individual control of personal data is pervasively used and features heavily as a recurrent theme throughout EU data protection law and policy. This is well evidenced by its notable presence in a variety of different forms of policy documents, many of which appear to envisage the idea of individual control of personal data as both an important policy objective and, concurrently, as a means by which regulatory challenges associated with the use and collection of personal data, such as those outlined previously, can be counteracted.
Secondly, and perhaps more troublingly, we can see even though control has a pervasive presence in the data protection field at an EU level, the approach to control taken by the documents considered here in many ways appears even more muddled than the approach taken to control by the scholarly and academic literature considered above. As noted previously, according to the scholarly literature pertaining to control of personal data or information, the main dimension of the concept can be described as being almost entirely individualistic in nature. It appears, however, that whilst control as envisaged by EU data protection law also evidently has a notable individualistic dimension, it cannot be described in this way. Quite clearly the notion of control of personal data articulated by these documents envisage control as having considerable organisational and structural dimensions as well as those that are individualistic. 46 This can be inferred from all the documents considered above.
The General Data Protection Regulation, for instance, consists of several elements which could be said to embody the individualistic dimensions of control as articulated by the scholarly literature. A simple observation that can be made, for instance, is that that by granting individuals a variety of rights pertaining to consent, access, deletion and portability in respect of their personal data, the Regulation to some extent mirrors the main tenets of the theories of control touched upon earlier: the idea that individual empowerment germinates through individual choice and participative agency. In this sense, the mentions of the concept of control appear to allude to the individual's ability to make decisions about their personal data through active choice. The rights-based approach favoured by the Regulation, therefore, in theory, should equip the individual with the tools by which they can control the conditions under which their personal data are collected, processed, or shared by others. Similar observations can be made in respect how control is treated by the other EU policy documents also considered above.
Conversely, however, whilst the individual is clearly treated as a critical figure so far as the control of their personal data is concerned, the EU policy documents considered above clearly extend the notion of control beyond its purely individualistic dimension. Whilst initiatives such as rights pertaining to the deletion, access and portability of data obviously hinge on the involvement of the individual, they are evidently all initiatives which envision a notion of control that has considerable structural and operational dimensions. In other words, they are all initiatives that, for them to have any prospect of practical success, cannot be reduced to simply being matters of individual agency, autonomy and choice. Irrespective of the wishes and desires of the individual, for instance, legal rights to access one's personal data, to have one's personal data deleted, or to have one's personal data moved from one third party to another, will be of little worth in contemporary digital environments if technological architectures which assist with their practical implementation are not established and put in place. This is most prominently acknowledged by the General Data Protection, which at numerous points alludes to this general sentiment.
As noted above, for example, Article 17, which as noted above outlines the right to be forgotten, refers to 'technical measures' and 'available technology' that data controllers should make use of when responding to an individual's data deletion requests. Similarly, Article 20, which enshrines the right to data portability, specifies that an individual will be entitled to obtain their personal data from one data controller and transmit it to another must be able to receive those data in a 'commonly used and machine-readable format', the obvious implication being some degree technological support will be required if this right is to be effective in practice.
Further acknowledgement as to the structural and organisational dimensions of control can be found in Article 25, which considers the idea of data protection by design. Here it is specified that data controllers should, depending on the nature of their data processing activities and relevant costs, implement appropriate technological and organisational measures so to ensure a high degree of data protection for individuals. Reference here is also made to Article 42 of the Regulation which encourages the development and establishment of data protection and certification mechanisms and data protection seals and marks. In particular, it is stated that a certification mechanism as envisaged by Article 42 may be used as evidence to demonstrate compliance with Article 25's data protection by design requirements. As is also noted above, allusions to technical measures that may be required in order for control to be realised can similarly be found in the works of the Article 29 Working Party and other sources. All of these documents appear to indicate that EU regulators, whilst apparently committed to the idea of individual control of personal data, are aware of the fact that in contemporary digital environments control cannot merely be reduced to a matter of individual agency.
In any event, irrespective of the fact that the EU policy documents considered above apparently appeal to a notion of control that is not merely individualistic, thus rendering it an apparently more multifaceted vision of control than that which has been considered in the scholarly and academic literature, it can be argued that the vision of control articulated by EU institutions is in any event at best far from comprehensive for a variety of additional reasons. In a worst-case scenario, it might even be argued that the concept of control as envisaged by the documents examined above is vague and detached from the key issues it apparently intends to address.
Primarily, for instance, by placing a heavy emphasis, and focusing almost exclusively, on the individual as a rational and autonomous agent, a figure who is presumed to have the capacity to make active and informed choices regarding their personal data, as well as the structural and organisational support that may be needed in order for them to do so, the documents obscure, or maybe even actively impede, the investigation of a number of significant unanswered questions as to the true nature of individual control in the data protection context.
Five notable questions that would apparently benefit from greater examination, but have apparently been paid scant attention by EU regulators, for instance, are: Precisely who is it that should be put in a position of control? Precisely which data should they should be put in control of? What should the extent of that control be? And, what underlying theoretical justifications can be identified for putting said individuals in this position of control? In other words, what is the rationale for putting people in control of their personal data? Is control in this context a means to protect another value such as privacy? Should control of personal data be thought of as a desirable and independent value in and of itself? Or is control in this context a notion that is linked to another rationale entirely? Finally, conceptual and theoretical difficulties aside, we must also surely ask how, in practical terms, the level of control desired by EU lawmakers can be achieved. As a means of further highlighting the inherent complexities of the notion of control's as envisaged in the EU data protection framework, these questions are considered in turn below.
Who should be put in a position of control?
The first of these questions regarding the notion of individual control relates to the identity of its agents. As outlined already, the EU policy documents considered above stress the importance of individual data subjects as rational and autonomous agents being put in a position of control of their personal data. However, a number of questions can be asked in relation to the appropriateness of this general position. Who, for instance, are these data subjects? Is it correct to assume they have the capacity to meaningfully participate in the administration of their personal data in the context of complex digital environments? Who in this context can ever truly be said to be in control? Troublingly, in relation to these questions, empirical research has suggested that the intricacy of contemporary digital environments is so elaborate and non-linear that to the average person they will likely be impossible to comprehend. It has also been shown that individuals frequently experience problems associated with self-control, prejudices, a lack of time, or apathy. 47 To this end, it appears that the existence several prevalent cognitive and behavioural challenges, all of which could conceivably curtail the individual's decision-making ability, may be extremely difficult to reconcile with the notion of control over personal data that is aspired to by EU lawmakers. Even if problems associated with cognitive biases and other related issues can be successfully overcome, however, this would not be the end of potential complications. As noted above, both the scholarly literature pertaining to individual control of personal data and EU policy documents pertaining to the control of personal data appear to consider control as a key solution to a number of regulatory challenges and potential harms linked to the usage and sharing of personal data in contemporary digital environments. As a corollary of this, one might infer that both the scholarly literature and EU policy documents imply that voluntary, or 'controlled' uses or disclosures of information are not capable of causing any potential harms. There are, however, severe doubts to be had as to the standard of this logic. 48 47 Such is the complexity of contemporary digital environments and online services and the like, many individuals often prefer to stick with default options rather than exercising features and functions that purport to allow them to control their personal data. See: Sunstein, C. 
What should be the target of control?
The second question pertains to the subject matter of control, the concept of personal data itself. The EU policy documents considered above all stress the importance of allowing individuals to assume control over their personal data. However, the repeated emphasis of this general objective gives rise to ambiguities as to the scope of control. One might ask, for instance, whilst the policy documents considered above refer repeatedly to the importance of individuals being able to control their personal data, should this rhetoric be taken to encompass all of that individual's personal data? In other words, irrespective of whether it is practically achievable, does, or should, European data protection law aspire to give individuals the ability to control every single item of personal data relating to them? This is an issue which none of the policy documents considered above explicitly address, and so the answer is not especially clear.
If the answer to this question is no, then further questions can be asked in respect of precisely which personal data should be considered the legitimate target of individual control, and which should not. In other words, difficult questions would have to be asked in respect of how to design metrics through which different categories of personal data could be delineated as deserving of control or not deserving of control.
If the answer to this question is yes, however, then the subject matter of control as envisaged by EU policy documents would encompass a huge amount of information, much of which, as noted above, individuals may, even if they possessed the practical means to do so, may neither have the requisite time to control, nor have any interest in controlling. In this respect, it is important to remember that the scope of the concept of personal data as outlined above contains not only an individual's name, date of birth, and other biographical information, but also Internet Protocol addresses, browser histories, search engine results, location data, and other metadata.
In any event, questions can also be asked in respect of whether personal data should be the target of control at all. In this respect we might question what it really means to be in control of one's personal data in the context of contemporary socio-technical environments and data-handling practices, as well as what the true worth of controlling such data might be. Whilst the EU policy documents considered above do not expressly suggest that individual control might represent a panacea to emerging regulatory challenges pertaining to the collection and processing of personal data, we can clearly infer a belief on the part of EU lawmakers that control represents a promising way of providing some solutions to these issues. Given the prevalence of mentions of control across a range of different documents we might also conclude that not only is control considered a solution, but that it is considered a prominent and powerful solution.
However, as has been remarked elsewhere, individual control of personal data can immediately be dismissed as a complete solution to the plethora of regulatory issues related to phenomena such as 'big data' and data mining and profiling activities, which in many instances may be capable of affecting individuals without any of their personal data initially being involved. 49 The construction of profiles by both public and private sector organisations, for instance, is thought to be a key driver of the regulatory challenges set out above. Significantly, however, these profiles are often constructed from data which do not fall within the definition of 'personal data' as envisaged by the data protection framework. 50 In many cases it might be only after a profile of an individual has been constructed that it becomes 'personal data'. Accordingly, it has been suggested that for EU data protection policy to place as much emphasis on the control of personal data as it does is to fundamentally misunderstand the nature of some of the most significant regulatory challenges it currently faces, and that by focusing so heavily, on the concept of personal data, obscures the possibly negative effects of contemporary digital data-handling practices that do not necessarily involve an individual's personal data. 51 An individual having perfect control over their personal data would, for instance, do little to stymie harms originating from data processing activities not involving that individual's personal data. Conversely, even when such activities were to involve individuals' personal data, due to the ever-increasing sophistication of these types of practices the individuals whose data are involved will often not be aware, nor have any understanding, of their occurrence, who it is who is in possession of their personal data, and what the consequences of these activities might be. Either way, in both instances, the apparent value of the notion of individual control of personal data is strongly undermined.
What should be the extent of control?
The third question links closely to the second, but rather than being concerned with the subject matter of control, is concerned with the extent of control. As noted above, the EU policy documents considered previously stress the importance and value of individuals being put in control of their personal data, with the General Data Protection Regulation containing a range of substantive means by which it intends to achieve this objective. In so doing, the Regulation confers on the individual the sovereignty to make determinations in respect of how their personal data are used by others. In so doing, the Regulation appears to embody notions of individualism and autonomy.
As considered above, due to cognitive and behavioural challenges there are questions to be asked in respect of the appropriateness of this paradigm. Nevertheless, even if these challenges can be overcome, and we accept individuals should unquestionably be afforded control of their personal data, questions still need to be asked in respect of the extent of that control. For instance, we might ask if individuals are to enjoy sovereignty over their personal data, should that sovereignty be absolute? In other words, should an individual's preferences in respect of how their personal data are used and treated be unqualified?
In relation to these questions the Regulation appears to provide some guidance. Notably, Recital 4 of the Regulation makes it clear that an individual's data protection rights are not absolute, and must be balanced against competing societal interests. Additionally, the inclusion of a range of grounds for the legitimisation of personal data processing, several of which do not have any direct bearing to the wishes of the individual, appears to acknowledge the importance of other competing interests in the data protection framework. From this we can infer that evidently EU lawmakers do not in any way consider the individual's sovereignty in respect of their personal data to be incontestable. 52 The General Data Protection Regulation lists a number of grounds, other than the consent of the individual, upon which the processing of personal data can be rendered legitimate. These include, amongst others, situations in which the Furthermore, many of the substantive provisions concerned with individual control contained within the contain qualifications and limitations as to their applicability, further illustrating this point. In particular, for instance, Article 17 of the Regulation which outlines the right to be forgotten specifies that the right can only be invoked by an individual in a finite number of circumstances. Article 20 contains several similar provisions in respect of when the right to data portability can be invoked.
However, whilst from this we can infer that quite clearly the level of control over personal data European lawmakers believe an individual should be entitled to is not infinite, it is less easy to come to a definitive conclusion as to what the true extent of the sense of control they envision is. This is an issue which could potentially give rise to thorny practical issues, perhaps particularly in situations involving individuals who wish to exert control over information that is not only made up their own personal data but, simultaneously, the personal data of another individual.
To use a somewhat mundane example, difficulties may arise in situations where Person A is a contact of Person B. The fact that Person A and Person B are contacts is information which necessarily constitutes the personal data of both Person A and Person B. In this situation, if Person A wishes to divulge this fact to a third party, but Person B does not, then difficulties may arise in respect of whose control of personal data trumps that of the other. 53 Whilst this example may to many initially appear trivial, it demonstrates how, if the limits and scope of individual control of personal data are not clearly defined and understood, data protection rules designed to give individuals greater control of their personal data may potentially have the effect of reducing vertical power imbalances between individuals and third parties, such as online companies whose business models are built around the analysis of the personal data of their users, but may have the undesirable effect of creating other possible problems, such as horizontal power imbalances between individuals themselves.
What is the purpose of control?
The fourth of the questions posited above pertains to the theoretical aspects of control, and links closely to the considerations of control found in the academic and scholarly literature considered above. Whilst establishing individual control of personal data is plainly an important objective of the European data protection framework, and that control of personal data is evidently considered to be a means by which a number of emergent regulatory challenges can be overcome, it is not abundantly clear precisely whether control, as described and alluded to within the framework, is to be thought of as a means by which individuals can be afforded greater levels of privacy, data protection or autonomy in respect of their personal data and how they are used by others, or if control of personal data is to be considered a value in itself that is worthy of protection and, if so, why?
At a glance, this might initially seem a somewhat indulgent question. It is, however, a question that may have significant practical implications. The answer to this question, for instance, would help shed light on the answer to the other questions outlined and processing of personal data is necessary for the performance of a contract, when processing is necessary for compliance with a legal obligation, and when the processing is necessary for the legitimate interests of the data controller. See: Article 6 General Data Protection Regulation. 53 Grimmelmann, J. (2009) "Saving Facebook", Iowa Law Review, 94, pg.1194. considered above and thus help to determine how the pragmatic elements of individual control of personal data might be fully realised.
How can control be achieved?
The final question pertains to the practical and pragmatic elements of control and, assuming the abovementioned conceptual and theoretical difficulties associated with the concept can be overcome, asks how, in practical terms, control over personal data in contemporary digital environments can be achieved. In this regard it is important to recall that the EU policy documents considered above, to a varying extent, all suggest how technological architectures and tools will likely be of considerable importance when it comes to establishing individual control over personal data.
However, these references to technological architectures and tools do not contain any substantive guidance on precisely which, or what kinds, of these types of services might be particularly useful in this regard, and so might be described as being somewhat vague. Separately from EU policy documents various suggestions have been put forth as to precisely which types of technological tools might be of assistance, with personal data stores and blockchain technology representing two prominent examples, but there are numerous questions still to be asked in respect of the extent to which they may prove useful in this context. 54 Questions as to the practical dimensions of control are not, however, necessarily restricted to questions of technology. It might be, after all, that additional legal rules and regulatory frameworks will be needed if individual control over personal data is ever to be truly realised, irrespective of whether such control is technologically assisted or otherwise. It has been suggested elsewhere, for instance, that if control necessarily requires assistance from technological tools and architectures, a potential concern is the fact that at present there appears to be no bespoke regulatory framework pertaining to the use of such technologies. The absence of such a regulatory regime could possibly lead to problems in respect of matters such as the security and interoperability of such tools, as well as issues in relation to fair competition. 55 Others have gone further and suggested that if individual control over personal data is ever to be truly realised individuals themselves may have to be granted additional legal rights, outside the remit of data protection law, that they can assert in relation to those data. In this regard, as touched upon above, there appears to be a growing body of work advocating the introduction of property rights in personal data, with some going so far as suggesting that the introduction of the right to be forgotten, considered above, represents the first step towards the formal recognition of such rights within the European legal order. 56 Evidently, these are all issues and questions that will need to be engaged with if the practical elements of individual control are to be established.
By briefly considering these five questions in turn it is evident that there is both the potential and the need to further discuss and examine the notion of individual control as contained within the European data protection framework so that we can arrive at a more nuanced understanding of its philosophical and theoretical nature, to say nothing of its practical elements. One potentially promising avenue of enquiry which may help us develop our understanding of control as a part of data protection law is to examine another area of law that is also concerned with establishing individual control over certain types of information and things that are personally linked the individual, namely: the doctrine of moral rights, an important aspect of intellectual property law.
Moral rights
Intellectual property law as a distinct field of legal practice regulates the creation, use, and exploitation of mental or creative labour. It creates proprietary interests in a diverse range of things, including novels, computer programmes, paintings, films, television broadcasts and live performances, and through copyrights, patents and trademarks affords the authors or creators of such works a range of economic and pecuniary rights. 57 Alongside these core aspects, another key component of the majority of contemporary intellectual property regimes is the doctrine of moral rights. These rights, are entirely separate from an artist's pecuniary or economic interests and have evolved to protect the creative efforts of artists in their works. 58 Derived from the French droit moral, in this context the use of the word 'moral' is not intended to be interpreted as meaning the opposite of immoral or amoral. Instead, the term is intended to convey an element of ethics or societal interest. 59 Today these rights are well-established in a number of legal systems throughout Europe, perhaps reflecting the high value European culture places on artistic expression. In particular, the key essence of the doctrine of moral rights can be described as including:
… non-property attributes of an intellectual and moral character which give legal expression to the intimate bond which exists between a literary or artistic work and its author's personality; it is intended to protect his personality as well as his work. 60 Under the moral rights doctrine, the author or creator of a copyrightable work is, generally speaking, able to exercise control over that work in a number of notable ways, though some divergence exists between the extent and scope of moral rights between different states. 61 Most European nations are, however, members of the Berne Convention, 62 an international agreement governing the use of copyright which, since its revision by the Rome Copyright Convention in 1928, has provided standards for the protection of moral rights. At the 1928 Berne Conference in Rome, the Italian delegation drafted the most comprehensive proposal for inclusion of moral rights in the Convention, and described these rights as follows:
… it is agreed today that, independently of the exclusive rights of economic character, which are essentially temporary and transferable, the author does own one right, or a set of rights, strictly inherent in his person, that are intransferable and without limitation in time, and which mainly concern the absolute right to publish or not to publish the work, to recognition of authorship and finally to the protection of the integrity of the work. 63 Pursuant of this, the Convention describes two main rights to which the creators or authors of artistic works should be entitled: the right of attribution, sometimes also referred to as the right of paternity, which broadly speaking can be described as the right of the author or creator to be named when their work is copied or communicated to others, and the right of integrity, which broadly speaking can be described as the right to control the form of that work. Both of these rights are examined in greater detail below, but for now it sufficient to focus specifically on the first paragraph of Article 6bis of the Convention, which states that:
Independently of the author's economic rights, and even after the transfer of the said rights, the author shall have the right to claim authorship of the work, and object to any distortion, mutilation or other modification of, or other derogatory action in relation to, the said work, which would be prejudicial to his honour or reputation. 64 By looking at Article 6bis, we can see that moral rights, as envisaged by the Berne Convention at leastby allowing individuals to assert authorship in respect of artistic works, and deny undesirable future treatment of those worksappear to primarily be concerned with establishing and giving effect to individual autonomy and control. They aim to grant the creator of an artistic work the sovereignty to assert a connection to their work, and potentially to determine how that work is used and treated by others.
However, whilst moral rights appear to be prima facie concerned with the notion of individual control, it might be argued that they do not represent an obvious point of reference or comparison for investigating the notion of control as contained within data protection law, an entirely distinct field of legal practice. As noted above, for instance, intellectual property law is concerned primarily with establishing control over intangible assets like inventions, designs and other artistic works. Conversely, data protection law is primarily concerned with establishing rules regarding the use of personal data which, 61 The moral rights recognised in the United Kingdom under the Copyright, Designs and Patents Act 1988, for instance, are thought to be more limited that the rights granted in various other jurisdictions. In this respect, it is worth noting that the European Union, despite the fact that it has harmonised virtually every aspect of copyright protection, has excluded moral rights from its harmonisation efforts on numerous occasions. See as also noted above, is defined as information that can be related to an identifiable individual.
Whilst personal data and the subject matter of intellectual property law may share similarities in that personal data, like copyrights and other aspects of intellectual property, are intangible, it can be argued that they are qualitatively different. Personal data are, for instance, information that will often be generated by an individual as a result of their very existence. The individual to whom those data relate enjoys the protection of those data as a fundamental right. 65 Conversely, the same individual can only come to hold intellectual property rights, be they moral rights or another form of intellectual property rights, because of some artistic endeavour. Accordingly, it might be suggested that data protection rights and moral rights have qualitatively different theoretical roots and rationales, and thus, are ill-suited for comparison with one another. As will be argued below, however, due to a number of apparent theoretical and practical similarities between the two fields, it appears there may be considerable potential for one to help develop our understanding of the other.
At this point it is perhaps important to note that in the literature there exists a degree of opposition to the notion of moral rights, some which attacks the very theoretical foundations of the doctrine. 66 This article neither necessarily supports nor contends such lines of argument. Whilst discussions as to the validity of the foundations of moral rights are no doubt important for intellectual property scholarship, a detailed consideration of these matters is beyond this article's scope, and will only be touched upon to the extent necessary to engage with the article's overarching aims. In this respect, as one of the primary aims of this article is to examine the key constituent aspects of the doctrine of moral rights to see whether their consideration may help us develop an improved understanding of the concept of individual control envisaged by European data protection law, the theoretical foundations of moral rights, the legitimacy of which notwithstanding, are a logical starting place for this investigation.
The theoretical foundations of moral rights
At the root of the doctrine of moral rights there are two basic assumptions. First, the doctrine assumes that an artistic work can, or even should, be considered an extension of the creator of that work themselves. As alluded to above, the work of the creator according to moral rights is an 'expression of their innermost being', 67 and that moral rights themselves 'spring from a belief that an artist in the process of creation injects his spirit into the work'. 68 From this starting point some observers have gone as far to suggest that the works of an author or creator should, under the moral rights doctrine, be thought of as extensions of the author or creator's personhood. Merryman and Elsen, for instance, suggest that to mistreat an artist's work is to 'mistreat the artist'. 69 In a similar vein, it has been suggested else-where that the existence of the doctrine is linked closely to ideas of individual autonomy and self-determination. 70 The second assumption, which is closely related to the first, is that the works of an author or creator are deserving of special legal treatment, or indeed protection, because they and their integrity are, in and of themselves, extremely valuable. As was stated in a notable French case, moral rights 'protect the superior interests of human genius'. 71 Here it was suggested that the works of authors and creators must be preserved as the authors and creators themselves originally intended, as doing so would allow for their genius to be 'conveyed to posterity without damage'. 72 Accordingly, moral rights protect not only the individual interests of the author or creator, but also the interests of the wider public inasmuch as they preserve for posterity the object that represents the author or creator's supposed genius, or at least their uniqueness. This spirit is effectively summarised by Merryman, who notes: [T] here is more at stake than the concern of the artist … There is also the interest of others in seeing, or preserving the opportunity to see, the work as the artist intended it, undistorted … We yearn for the authentic, contact with the work in its true version. 73 In this vein, various pieces of legislation pertaining to the protection of moral rights worldwide have been justified by way of reference to how such laws serve the public interest through preserving cultural heritage and ensuring the accuracy and integrity of an artist's works. 74 This sentiment is encapsulated by Wilkinson and Gerolami, who suggest that moral rights protect:
… the public's right to be assured that a work represented to emanate from that author is in fact as the author constructed it … 75
To this end, it can be argued that in the ever developing 'information society', where sources of information and channels of distribution are rapidly increasing, the authority of information, as well as the reliability and currency of information, are of critical importance. To this end, it would appear, as a result, that the need for the social and economic role played by moral rights is increasing. The moral rights doctrine is, for instance, one way in which we can ensure that information can be associated with its source. 76 The outcome of ensuring this accuracy should be to assist the public in identifiable relevant and reliable information for their needs, which in turn will help progress economic and scientific endeavours and provide other benefits to wider society. 77 Accordingly, from this overview we can identify that the doctrine of moral rights has both individualist and seemingly collectivist dimensions inasmuch as its underlying rationale appears to be to provide benefits for both individuals, in that moral rights are geared towards the protection of their personhood, or at least an extension of that personhood, and to wider society in that they aim to ensure the preserve the integrity and veracity of information. Significantly, what is particularly interesting about this overview in the context of this article is that both the individualistic and collective theoretical justifications for the doctrine of moral rights appear to bear a strong correlation to those which are often offered in relation to the justification of the existence of data protection law.
For instance, it is clear that the doctrine of moral rights relies on a nexus between an author and their creations, and aspires to protect the personal and reputational value of creative works rather than any monetary or financial value those works might have. Whilst this basic premise has been criticised due to it being based on an outmoded and romanticised image of authors and creators of artistic works that bears little relation to reality, there is little doubt that the crux of the doctrine is the notion that creators share an 'indestructible creational bond' with their intellectual works. 78 At this point it is important to recall that, as noted above, the artistic works of an individual and the personal data of an individual are qualitatively different concepts. Though the concept of personal data enjoys a broad definition, personal data categorically do not constitute intellectual works, nor are they, strictly speaking, 'created' by the individual through any form of creative process. Accordingly, it holds to reason that there can be no 'creational bond' between an individual and their personal data.
Nevertheless, because of the nature of personal data, it can still be suggested that there exists an inextricable link between those data and the individual to whom they relate. For instance, the existence of data protection law has been justified on the basis that an individual's personal data can be considered the manifestation of that individual's personality, and that accordingly, one of the primary functions of data protection law, by setting rules regarding the uses of personal data, is to provide protections to the self just as property law and intellectual property law protect material or intellectual goods respectively. 79 Just as the moral rights scholarship suggests that to mistreat the work is to mistreat the artist, a survey of the scholarship on privacy and data protection reveals a similar attitude regarding the mistreatment of personal data. Stevenson, for instance, suggests:
… we must learn to think of personal data as an extension of the self and treat it with the same respect we would a living individual. To do otherwise runs the risk of undermining the privacy that makes self-determination possible. 80 A similar sentiment was discussed in a 2016 Microsoft Research talk by the famous American computer scientist Butler Lampson which focused on the individual control on personal data, 81 and has also come to be considered in general discourse and the media. 82 This assertion is perhaps made more convincing by empirical research which has demonstrated that certain types of personal data, particularly when cross-analysed with each other, are capable of be deeply revealing as to an individual's identity. 83 Accordingly, there appears to be an immediately obvious underlying similarity between constituent aspects of the rationales for moral rights and data protection rights. Both appear to be prima facie concerned with providing the individual with protection in respect of something that is directly and inextricably linked to their personality. In other words, both aim to protect something that is 'personal' to the individual.
The way in which the existence of moral rights and data protection rights can be justified by way of reference to a need to protect aspects of an individual's personhood is not, however, the only similarity that can be observed regarding the theoretical underpinnings of these two different areas of law. Further similarities between the two can also be identified in conjunction with their collective aims as well as those which might be described as individualistic.
As noted above, whilst the doctrine of moral rights is perhaps primarily concerned with providing individuals with a means by which they can exert control and influence over artistic work which they have created, another of its underlying purposes is to guarantee the accuracy of information which, in turn, is intended to provide wider societal benefits. This, again, appears to strongly correlate with another of the underlying justifications for the existence of data protection law and its associated rights.
As has been noted extensively elsewhere, for instance, the data European data protection framework has twin objectives. The first, as explained above, is to establish rules and provide individuals with rights in respect of the protection of their personal data. The second is to facilitate the free flow of data in the EU's internal market. 84 This can clearly be inferred from the recitals of both the Data Protection Directive and the General Data Protection Regulation, which suggest that an absence of harmonised rules regarding the protection of personal data might seriously adversely affect the establishment and functioning of the common market. 85 As also touched upon above, the Regulation also expressly states how the processing of personal data should be designed to serve mankind, and whilst data protection law confers specific rights upon individuals, these rights must be considered in relation to their function and impact on wider society and, if necessary, balanced against other competing interests in accordance with the principle of proportionality. 86 An endorsement of this general notion can also be found in the case law of the CJEU and in other EU policy documents. In the Lindqvist case, for instance, the CJEU remarked that one of the primary aims of establishing Europe-wide data protection rules was to substantially increase cross-border data flows, which in turn would lead to increased levels of societal activity and development. 87 More recently, this idea has been reaffirmed and expanded upon by a variety of other documents published by the European Commission concerned with establishing a regulatory frameworks geared towards the maximisation of economic uses of data. 88 Clearly, therefore, one of the primary rationales behind the deployment of data protection law within Europe is a desire to provide wider societal benefits through the setting of rules regarding the use of personal data, as well as benefits that are enjoyed exclusively by individuals.
Having examined some of the theoretical foundations of both the doctrine of moral rights and of European data protection law, we can see that there are various observable similarities between the two. Even though on the face of things they appear to be entirely distinct areas of legal scholarship and practice, the existence of both can be justified by way of reference to the extremely similar individualistic and societal benefits they purport to provide. Both, moral rights and data protection rights, are premised on the notion that individuals should be afforded legal rights in relation to the uses of certain types of information or objects that are somehow personal to them when doing so is necessary to protect fundamental aspects of their identity. Both are concerned with objects or types of information that are, on some level at least, intrinsically linked to an individual's inner-self.
In addition to, and alongside, these individualistic justifications, however, both moral rights and data protection rights are also frequently justified on the basis that granting individuals rights in respect of objects or information with which they have an inexorable link will also prove hugely beneficial to wider society, particularly through ensuring the accuracy and integrity of information, which in turn will assist with economic and social development. Whilst there may be debates to be had as to the cogency of these lines of argument, it seems clear that the existence of both doctrines is rooted in similar theoretical ground. If, however, we are to delve deeper, and examine the practical dimensions of the doctrine of moral rights in addition to the purely theoretical, it is possible to discern further similarities. To demonstrate this assertion, by using the law of the United Kingdom as a case study, what follows is an examination of how two staples of the doctrine of moral rights, the right of attribution and the right of integrity, have been implemented in practice.
The right of attribution
The right of attribution, which as noted above is sometimes referred to as the right of paternity, gives the creator of a work to have their name accurately associated with their work. In other words, where the laws of a country recognise the right of attribution, the creator of a work may insist that their name appear on the work itself. If their name is not displayed the artist will have a valid cause of action in court. Conversely, the right of attribution may also be used to prevent another individual falsely attributing their name to a work of the work's creator. The right of attribution, therefore, helps to maintain and protect the relationship between a work and its creator. 89 In the United Kingdom the right of attribution is governed by sections 77-79 of the Copyright, Designs and Patents Act 1988. 90 Here, it is specified that in order for the right to arise it is necessary to show two things. First, it is necessary to show that the work over which the creator attempts to assert the right a type of work to which to the right applies. 91 Significantly in this regard, the right of attribution under the CPDA only applies in relation to a limited number of works, specifically: original literary, dramatic, musical and artistic works, and films. Concurrently, the CPDA also makes clear that the right does not apply to computer programmes, typefaces, or other computer-generated works. Second, it is also necessary for the creator of a work to have asserted their right of attribution. 92 A creator's right of attribution is not automatic and will not be taken to arise until it has been asserted.
So long as these two criteria are satisfied, the creator of a work will enjoy the right to attribution, and the right will be considered to have been infringed if one of two conditions have been met. Either a situation must arise in which the creator is either not properly identified as the creator of their work, or a situation must arise in which the work is dealt with in circumstances where attribution is required. In relation to the first condition, to be properly identified the name of the creator of a work must appear either in or on every copy of that work in a clear and competent manner, and in a way that is likely to bring their name to attention of anyone who comes into contact with that work. 93 In relation to the second condition, attribution will be deemed to be required in a variety of different situations, depending of the nature of the work in question.
In the context of literary or dramatic works, the creator has the right to be identified whenever copies of their work are published commercially or otherwise broadcast to the public. 94 Creators of musical works will be entitled to a right to be identified when such a work is commercially published, but the right does not extend to situations in which the work is either publically performed or broadcast. 95 Creators of artistic works have the right to be identified where their works are published commercially or exhibited in public, creators of architectural works have the right to be identified in relations to buildings that have created, and creators of filmed works have the right to be identified whenever such a work is publicly shown. 96 The right to be named as the creator of a work carries with it a number of symbolic, economic and cultural consequences. Being named as the creator of a work, for instance, allows for the facilitation of intellectual works (for instance, through indexes, catalogues and bibliographies), the channelling of royalties (for example from the public lending right), the interpretation of the work (insofar as it provides a psychological or bibliographical history), the celebration, reward or sustenance of authorial talent or genius, and the construction of the individual as the creator of an intellectual oeuvre. 97 From this overview of the right to attribution as envisaged by the law of the United Kingdom we can see that, broadly speaking, the crux and practical effect of the right is that it allows a creator of certain types of creative works to assert their identity as the creator of those works when said works are subject to certain types of treatment by others. One possible comparison that we can immediately perhaps make between the practical aspects of the doctrine of moral rights and data protection rights is the way in which the right of attribution under the CPDA bears some similarities to the right to information and the right to access personal data contained within the General Data Protection Regulation outlined above.
As considered previously, the effect of Articles 13 and 14 of the Regulation is that they, broadly speaking, provide the individual with the right to be provided with certain types of information when personal data about them are collected. In particular, it is specified that the individual is entitled to be made aware of when, why, where and what kinds of personal data are collected from them, or from other sources, and who it is who is responsible for these collections and subsequent uses. Once the individual has been made aware of this information, this should then form the basis for them to exercise a range of other data protection rights linked to individual control.
Both the right of attribution as envisaged by the CDPA and the rights of information and access contained within the Regulation, therefore, appear to be primarily concerned with allowing the individual to assert their connection in relation to something that is personal to them and intrinsically linked to their identity, particularly in situations where that personal thing is subject to certain types of treatment by others. To this extent, both can be said to be concerned with establishing individual control, or at least establishing the foundations thereof.
As noted above, the right to be named as the creator of a work under the right of attribution carries with it a number of symbolic, cultural and economic consequences. Interestingly, the right of access to personal data, which indirectly allows individual to assert a connection between themselves and their personal data might also be said to carry with it similar consequences. As considered previously, in the present day an individual's personal data can, for instance, be used to make wide-ranging determinations in respect of their identities. This can range from determinations that are made in respect of their religious and political affiliations and sexuality, to determinations in respect of their credit-worthiness and other financial issues. 98 By providing individuals with a means by which they can assert their connection to their personal data, the right of access allows them to influence the facilitation and interpretation of their personal data by ensuring that other parties handling those data are aware that the data are definitively linked to the individual in question, which should in theory increase the probability of any determinations being made in respect of those data being accurate. Furthermore, the objective of asserting this connection between the individual and a thing that is personal to them, under both the CDPA and the Regulation, appears to be premised on the notion that by allowing the individual to make this assertion will either allow them to form a platform from which they can exercise other legal rights, or pursue other preventative measures, both of which will allow them to safeguard against possibly undesirable conclusions being made in respect of some aspect of their identity, or possibly some other negative consequence(s). To reiterate, in essence, both are concerned with allowing the individual to assert some form of control over something that is personal to them by way of allowing them to state their connection to it.
The right of integrity
Whilst some similarities can be observed between the right to attribution and certain data protection rights, it would appear that there are additional, possibly more pronounced, similarities between data protection rights and another staple of the doctrine of moral rights, the right of integrity. The right of integrity, unlike the right of attribution, protects the integrity of a creator's work itself, rather than the relationship between the creator and the work. Essentially, it is a right which prevents anyone from modifying a work without the creator of that work having first authorised such a modification. As with other moral rights, the creator of a work will retain their right of integrity even after transferring the legal ownership of the work, and possibly the copyright in that work, to another person. Therefore, the new owner of the work, even if they are the copyright holder of that work, must seek the consent of the creator before making any changes to it. In so doing the creator of the work retains sovereignty to control their creative expressions as well as the creative process associated with those expressions. 99 As with the right of attribution, in the United Kingdom the right of integrity is governed by the CDPA and is given to the creator of literary, dramatic, musical, filmed and artistic works. In order for the right to be infringed, the creator of such a work must be able to demonstrate that there has firstly been a 'derogatory treatment' of the work; that the work has been dealt with in circumstances where the author is protected from derogatory treatment; that no exceptions apply; and that there has been no waiver by the creator as to their integrity right. Treatment in this context has been taken to mean any addition to, deletion from, alteration to or adaptation of the work, and it would appear that in order for a 'treatment' of a work to occur the internal structure of the work must be interfered with. 100 Section 80(2)(b) of the CPDA then specifies that a treatment will be considered derogatory if it amounts to a 'mutilation' or 'distortion' of the work, or if it is otherwise prejudicial to the honour or reputation of the author. 101 The right of a creator to object to, or prevent, the derogatory treatment of their work only arises where the work or copies thereof are dealt with in certain ways. 102 While these acts vary according to the category of work involved, they essentially arise where someone communicates, disseminates, or otherwise renders the derogatory treatment available to the public. As a result of this requirement, the right to integrity as envisaged Kingdom as a case in point, we can see there are numerous observable similarities between moral rights and data protection rights. As highlighted above, despite moral rights and data protection rights being concerned with qualitatively different subject matter, they are both plainly concerned with the notion of control and ensuring individuals can exert control over certain things that are somehow personal to them or intrinsically linked to their identity. Both creative works, and personal data, can be accurately described as such.
Whilst personal data and creative works are prima facie qualitatively different in nature, we can see that, between the two different areas of law, the theoretical justifications and rationale for seeking to establish individual control over them are extremely similar. The desire to establish individual control from both moral rights and data protection perspectives is evidently heavily linked to the idea that doing so will allow the individual to manage important aspects of their identity and, concurrently, will provide wider societal benefits through ensuring the accuracy and integrity of certain types of information.
These similarities, however, run deeper than these purely theoretical resemblances. Instead, when looking at the practical implementation of moral rights, we can see there are apparent practical similarities between the two. Not only do some practical implementations of the right of attribution and right of integrity appear to be notably similar in form to a number of initiatives concerned with individual control contained within European data protection law, like the rights of information and access, the right to be forgotten, the right of data portability and the rules regarding consent, insofar as they all represent legal mechanisms by which individuals can attempt to exert a connection to, or restrict the use of, something that is personal to them, but there is another key similarity that can also be identified. Notably, by giving the individual the ability to assert such connections and make such objections, the notions of control as envisaged by both the doctrine of moral rights and data protection law appear to place a heavy emphasis on the individual being a rational and autonomous agent. Both areas of law appear to view the individual as a figure who is presumed to have the capacity to make active and informed choices regarding the use of information or objects that are intrinsically linked to their identity. Whilst, as noted above, there are some doubts as to whether it is appropriate for the law to treat individuals as such, the fact that this is an approach taken by both areas of law is enough to demonstrate an interesting link between the two.
Given the apparent similarities between these two different areas of law and legal scholarship, both of which appear to be concerned with individual control, it can tentatively be concluded that by looking more thoroughly and extensively at how control is envisaged and treated within the doctrine of moral rights, an area of law that has existed for far longer, and is far more developed, than data protection law as we know it today, we might be able to learn more about the true nature of control as contained within data protection law which, as noted previously, is a concept which is poorly-understood and underdeveloped.
Conclusion
The objective of this article was to consider whether the doctrine of moral rights could be used as a basis for understanding the notion of control within European data protection law. Having examined the scholarly literature pertaining to the control of personal data and information, EU policy documents pertaining to individual control of personal data, and some theoretical and practical aspects of the doctrine of moral rights as a part of intellectual property law, it has been possible to draw the following conclusions.
First, with regards to the academic and scholarly literature pertaining to individual control over personal data there is notable confusion as to the true nature and value of control as a concept. Following this, despite the apparent confusion and lack of certainty demonstrated by the academic and scholarly literature, a review of EU policy documents pertaining to the European Data Protection framework reveals that individual control of personal data is a notion which features heavily, and is clearly thought of as a primary means by which a number of regulatory challenges and problems linked to contemporary data-handling practices can be solved or at least guarded against. However, somewhat troubling, the notion of control apparently envisaged by these documents appears to be even more entangled and poorly-understood than that which has been articulated by the academic and scholarly literature.
Whilst it is plainly obvious that the conception of control favoured by EU regulators and lawmakers is one that has considerable individualistic and structural dimensions, by focusing so heavily on issues relating to individual autonomy and capacity in relation to the control of personal data it would appear that questions relating to the true nature, scope, extent and purpose of control in this context have been overlooked. This is unfortunate, as if questions of this nature are not given an appropriate answer, this may be seriously disadvantageous to endeavours to establish the pragmatic and practical elements of control. Clearly there is a real need to engage with these questions in greater depth.
Finally, the third substantive section of the article considered the doctrine of moral rights, a key element of European intellectual property law, another field of law and legal practice concerned with notions of individual control. Here it was identified that not only does the doctrine of moral rights apparently share a number of theoretical foundations with the concept of data protection but, through using the law of the United Kingdom as a case in point, it was shown that the two also share a number of practical similarities. From this, it is possible to draw the tentative conclusion that by looking more deeply at how control is envisaged by the doctrine of moral rights we may be able to more rigorously develop our understanding of control as envisaged by European data protection law, and perhaps come to answers for some of the questions which, as noted above, are currently unanswered.
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